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Intelligence analysts (IAs) engage in information seeking, evaluation, prediction, and reporting 
behavior in an information-intensive work environment. A Cognitive Task Analysis (CTA) was 
conducted to capture data that will provide input to support development of a model of the IAs 
processes, biases, and analytic strategies. A hybrid method was used to conduct the CTA, 
including a modified version of the critical decision method -the critical analysis method. The 
essential distinction was that participants were asked to describe an example of a strategic 
analysis problem. Procedures used to conduct the critical analysis method are described in this 
paper. Several factors contribute to making the IA’s task challenging: (i) time pressure to produce 
reports in a shorter timeframe, (ii) a high cognitive workload, and (iii) difficult human judgments 
that are required regarding uncertain validity and reliability of the data. Human judgments are 
involved in considering the plausibility of information, deciding what information to trust, and 
determining how much weight to place on specific pieces of data. Intelligence analysis involves a 
complex process of assessing the reliability of information from a wide variety of sources and 
combining seemingly unrelated events. This problem is challenging because it involves aspects of 
data mining, data correlation and human judgment. 
INTRODUCTION 
The ability to sort through vast amounts of informa- 
tion, produced from a variety of sources, (i.e., human, 
electronic, open source, measures and signals intelli- 
gence, and imagery) to construct an accurate depiction 
of a situation, represents the hallmark of the intelligence 
analyst’s (IAs) job. Products of this information forag- 
ing and analysis are used by senior decision-makers to 
make high-stakes decisions. Intelligence analysis 
involves a complex process of assessing the reliability of 
information from a wide variety of sources and combin- 
ing seemingly unrelated events. This problem is 
challenging because it involves aspects of data mining, 
data correlation and human judgment (NIMD, 2002). 
Techniques to Enhance Processing of Intelligence 
Data 
Increased attention is being directed to developing new 
training, tools, and techniques that will enhance the 
processing of intelligence data. One current research 
thread is the Novel Information from Massive Data 
(NIMD) program where the goal is to develop an 
“information manager.” The NIMD research program 
seeks to develop techniques that “structure data 
repositories to aid in revealing and interpreting novel 
contents and techniques that can accurately model and 
draw inferences about (1) rare events and (2) sequences 
of events (widely and sparsely distributed over time).” 
detailed models of users interacting with the World 
Wide Web (WWW). Pirolli, Fu, Reeder, and Card 
(2002) have developed a methodology for studying and 
analyzing ecologically valid WWW tasks. A user trace 
is created of all significant states and events in the user- 
WWW interaction based on analysis of eye tracking 
data, application-level logs, and think-aloud protocols. 
These researchers have applied the user-tracing archi- 
tecture to develop simulation models of user-WWW 
interaction and for comparing simulation models against 
user-trace data. When the same tasks, as were presented 
Another related research thread involves constructing 
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to the observed users, are presented to the simulation 
model, SNIF-ACT (Scent-based Navigation and 
Information Foraging in the ACT theory), the model 
simulates activity with the WWW to conduct the tasks. 
directly against observed user actions with the user- 
tracing architecture (Card, et al, 2001). This user- 
modeling research is being extended to develop compu- 
tational models of intelligence analysts interacting with 
the WWW. A large source of data used by IAs involves 
open source material. Information foraging theory 
(Pirolli and Card, 1998; Pirolli and Card, 1999) is being 
applied in this research on tasks that involve informa- 
tion-intensive work where the approach is to "analyze 
the tasks as an attempt by the user to "maximize 
information gained per unit time." 
Each action of the SNIF-ACT simulation is compared 
Cognitive Task Analysis 
One goal for the research reported here is to capture data 
that will provide input to building models of the intelli- 
gence analyst and analytic processes used by intelligence 
analysts. A Cognitive Task Analysis (CTA) was 
conducted to support development of a model of the 
analyst's processes, biases, and analytic strategies. CTA 
is an extension of traditional task analysis techniques to 
produce information regarding the knowledge, thought 
processes, and goal structures that provide the founda- 
tion for task performance (Chipman, Schraagen, and 
Shalin, 2000). The goal of CTA is to discover the 
cognitive activities that are required for performing a 
task in a particular domain to identify opportunities to 
improve performance by providing improved support of 
these activities (Potter, Roth, Woods, and Elm, 2000). 
A detailed, accurate cognitive model that delineates 
the essential procedural and declarative knowledge is 
necessary to develop effective training procedures and 
systems (Annett, 2000). This entails building a model 
that captures the analysts' understanding of the demands 
of the domain, the knowledge and strategies of domain 
practitioners, and how existing artifacts influence 
performance. CTA can be viewed as a problem-solving 
process where the questions posed to the subject-matter 
experts, and the data collected, are tailored to produce 
answers to the research questions, such as training needs 
and how these training problems might be solved 
(DuBois & Shalin). 
Use of multiple techniques. Analysis of a complex 
cognitive task, such the intelligence analyst's job, often 
requires the use of multiple techniques. When results 
from several techniques converge, confidence is 
increased regarding the accuracy of the CTA model 
(Potter, et al, 2000). The Applied Cognitive Task 
Analysis Method uses interview techniques to elicit 
information about the tasks performed and provides 
tools for representing knowledge (Militello and Hutton, 
1998). The Critical Decision Method's (CDM) emphasis 
on non-routine or difficult incidents produces a rich 
source of data about the performance of highly skilled 
personnel (Klein, Calderwood, Macgregor, 1989). The 
CDM is also efficient as it aids in uncovering elements 
of expertise that might not be found in routine incidents. 
An emphasis on non-routine cases helps to ensure a 
comprehensive coverage of the subject matter. This 
paper will focus on describing a modified version of the 
CDM - the "critical analysis method" - and how it 
was used and preliminary results derived. 
METHOD 
Procedures used to conduct a modified version of the 
critical decision method -the critical analysis method - 
are described in the following section. 
Participants 
Ten military officer-students, currently enrolled in a 
graduate school program at the Naval Postgraduate 
School (NPS), Monterey, CA, were interviewed. These 
IAs were asked to volunteer for this study and were 
students in either the intelligence information manage- 
ment or the national security affairs curricula at NPS. 
Participants had an average of ten years experience 
working as intelligence analysts. These participants were 
considered experts as the literature generally defines an 
"expert" as an individual who has over ten years 
experience and "would be recognized as having achieved 
proficiency in their domain." (Klein, 1989, p. 462) 
Applied Cognitive Task Analysis 
During this preliminary phase the objective was to begin 
studying the job to determine what tasks merit the detail- 
ed attention of a CTA. Initial semi-structured interviews 
were conducted to identify examples of the challenging 
aspects of their tasks and why these tasks are challeng- 
ing, the cues and strategies that are used by practitioners, 
the context of the work, and to identify a representative 
set of problems or cases. Information gathered during 
this phase served as an advance organizer, providing an 
overview of the task and helped to identify the cogni- 
tively complex elements of the task. This initial set of 
knowledge representations for the IA's job provided the 
basis for the more detailed CTA. 
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In many respects, the scenarios encountered during 
the IA's job do not fit a standard or typical pattern be- 
cause making a decision, and taking actionh based on 
these decisions is not the immediate goal. One finding 
that emerged during the initial phase of this research was 
that deciding on a course of action is not a typical part of 
the IA's task. Instead, the major tasks consist of 
searching through vast amounts of data and information 
to filter, synthesize, and summarize the information to 
produce a report summarizing what is known about a 
particular situation or state of affairs. Then, the person 
for whom the report is produced takes actions based 
upon the information contained in the report. 
elicit information on actions taken and the decisions 
leading up to those actions. Because the nature of the 
IA's task places greater emphasis on deductive reason- 
ing, looking for patterns of activity, and making judg- 
ments about the level of risk present in a particular 
situation we needed to take a different tack during our 
interviews to capture the essence of the 1A's job. The 
essential distinction is that we asked the study partici- 
pants to describe an example of a strategic analysis 
problem. 
Many CTA techniques have as one of their goals to 
1 Mental Models/ 








A modified version of the critical decision method 
(CDM) was developed and used for this domain. 
Interview probe questions provided in the literature 
(Hoffman, Coffey, and Ford, 2000) were modified to 
focus the discussion on a critical incident or assignment 
where the analyst had to collect, analyze, and produce a 
report on intelligence of a strategic nature. Examples of 
such strategic analysis problems might include assess- 
ments of the capabilities of nations or terrorist groups to 
obtain or produce weapons of mass destruction, terror- 
ism, strategic surprise, political policy, military policy, 
etc. Participants were asked to describe what they did 
step-by-step and were asked to construct a timeline to 
illustrate the entire analysis process. 
Probes 
What were your specific goals at the 
time? 
Does this case fit a standard or typical 
scenario? 
Does it fit a scenario you were trained 
to deal with? 
Did this case remind you of any 
previous case or experience? 
What hypotheses did you have? 
What questions were raised by that 
Deepening Probes. Interview probes were developed to 
capture information on the types of information the IA 
was seeking, the types of questions the analyst was 
asking, and how this information was obtained. Addi- 
tional information was collected on mental models used 
by analysts, hypotheses formulated and the types of 
products that are produced. Table 1 lists the questions 
posed to the participants during the initial interview. 
Topics for which participants conducted their analyses 
included modernization of a particular country's military, 
whether there would be a coup in the Philippines and the 
potential impact if there were, and the role for the newly 
created Department of Homeland Security. 






What information were you seeking, or 
what questions were you asking? 
Why did you need this information? 
How did you get that information? 
Are there any difficulties in getting the 
information you needed from that 
source? 
What was the volume of information 
that you had to deal with? 
What did you do with this information? 
Would some other information been 
helpful? 
As you went through the process of 
analysis and understanding did you build 
a conceptual model? 
Did you try to imagine important events 
over time? 
Did you try to understand important 
actors and their relationships? 
Did you make a spatial picture in your 
head? 
Can you draw me an example of what it 
looks like? 
Did you formulate any hypotheses? 
Did you consider alternatives to those 
hypotheses? 
Did the hypotheses revise your plans for 
collecting and marshalling more 
information? If so, how? 
Did you write any intermediate notes or 
sketches? 
Follow-up Probes. Once the data from the initial inter- 
views was analyzed, participants were asked to return 
for a follow-up interview. Probes used during the 
follow-up interview are listed in Table 2. 
Table 2. Critical Analysis Method: Follow-up Probes 
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What alternative hypotheses did you 
consider? 
What questions were raised by that 
alternative hypothesis? 
As you collected and read 
information, what things triggered 
questions or hypotheses that you later 
followed up? 
What sort of tools, such as computer 
applications, did you use? 
What information source did you use? 
What difficulties did YOU have? 
RESULTS 
A description of what has been learned during the first 
two phases of this research is presented in the following 
paragraphs. 
Multiple Information Requirements and Judgments 
The IA task is made difficult by the confluence of 
several requirements. Time pressure to get reports out to 
decision-makers is becoming an increasingly stressful 
requirement. For example, an analyst may have six 
weeks-starting from “scratch”-to gather, analyze and 
report results on a matter of strategic importance. Multi- 
ple sources of different types of data must be combined 
to predict complex, dynamic events. Moreover, these 
data come from a variety of sources with varying 
degrees of validity and reliability and domain expertise 
is needed to analyze each type of data. A high cognitive 
workload is produced when information must be con- 
stantly evaluated, updated and synthesized. An addition- 
al contributor to the high workload is the labor-intensive 
process employed when analysts process data manually, 
because no one single database exists that can correlate 
across the various types of data that must be assimilated. 
Difficult human judgments are involved in (i) con- 
sidering the plausibility of information, (ii) deciding 
what information to trust, and (iii) determining how 
much weight to place on specific pieces of data. One 
aspect of the IA task that is particularly challenging 
involves merging different types of information when 
the analyst does not have technical familiarity with all 
these types of information. Human intelligence, elec- 
tronic intelligence, imagery, open source intelligence, 
measures and signals intelligence can all include 
spurious signals or inaccurate information due to the 
system used or to various factors associated with the 
different types of data. Analysts must resolve 
discrepancies across systems, databases, and services 
when correlation algorithms produce results that users 
do not trust. 
Cognitive Challenges 
The cognitive challenges involved in merging informa- 
tion from these different sources can be especially 
difficult, e.g., how to filter and weight different kinds of 
data, when the analyst lacks experience with all the 
different types of data. 
Potential for cognitive biases. This aspect of the IA’s 
task presents a potential for biases to influence interpre- 
tation. For example, the confirmation bias may influence 
the analysis process when analysts attempt to reduce 
their cognitive load by analyzing what they understand 
and discounting data they have lass experience with. The 
potential for “cognitive tunnel vision” to affect the 
analysis process is introduced by the high cognitive load 
that analysts often experience. They may miss a key 
piece of information when they become overly focused 
on one aspect of the analysis. Additionally, discrepan- 
cies regarding interpretation may result when decision- 
makers at different locations (e.g., on different plat- 
forms, different services) rely on systems that produce 
different results. Moreover, the sheer volume of infor- 
mation makes it hard to process all the data, yet no 
technology is available that is effective in helping the 
analyst synthesize all the different types of information. 
High cognitive load. Intelligence analysts must perceive, 
filter, analyze, synthesize and determine the relevance of 
a continual stream of incoming information. This stream 
of information often pertains to several different situa- 
tions. A critical part of the analyst’s task involves 
projecting future anticipated events and making recom- 
mendations regarding whether to task additional sources 
to capture additional data (a sometimes costly endeavor). 
Analysts must assess, compare, and resolve conflicting 
information, while making difficult judgments and 
remembering the status of several evolving situations. 
These cognitive tasks are interleaved with other requisite 
tasks, such as producing various reports. For example, a 
request to gather additional information will often 
involve use of an asset that is in high demand. Re- 
tasking an asset can be costly, thus, tradeoffs must be 
made regarding the priority for use of an asset for one 
objective versus the potential gain in information when 
retaking the asset to satis@ a new objective. 
The sheer volume of information makes it hard to 
process all the data, yet currently available technology is 
not always effective in helping the analyst assimilate the 
huge amount of information that needs to be synthesiz- 
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ed. Databases exist but are cumbersome to use due to 
system design issues. High cognitive workload is 
produced by the confluence of several factors discussed 
above. Human judgment is entailed in deciding what 
information to trust and these judgments can be particu- 
larly difficult when they need to be made under time 
pressure. Each type of data has to be assessed to 
determine its validity, reliability, and relevance to the 
particular event undergoing analysis. 
DISCUSSION 
The goal of CTA is to discover the opportunities to 
improve performance by providing improved support of 
these activities. The major impact of the work described 
above will be to provide data that will be used to 
develop computational models of the IA process. 
Models developed as a result of this research will be 
used to help analysts in locating and gathering 
information from large collections of information, 
synthesizing and developing an understanding of this 
information. 
FUTURE RESEARCH 
Concurrent with conducting additional interviews with 
additional IAs, the next phase of this research will entail 
presenting an analysis task and observing the IA while 
performing the task in a controlled laboratory 
environment. Data will be collected using an eye tracker, 
logging software that collects all user actions with a 
W WW browser, and video recordings of think-aloud 
verbal protocols Card, 2001; Pirolli, Fu, Reeder, and 
Card, 2002). 
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